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Protect yourself from network troubles. The key is individual awareness and behavior.
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Are your information security measures correct ?

O Is your password a simple character string?

[0 Do you regularly run the virus check on your computer?

O Are you storing a large amount of important information on a USB flash drive or laptop?

O Have you ever clicked on a link in an e-mail that pretended to be a sweet invitation or emergency without carefully checking the content ?
O When posting to social media, do you disclose your personal information and location information?

- FL<BPZEFIvVvY!

Check inside for more information!




BEREX ) Tl TBHIC

To protect information security
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Password management
The password authenticates the user of the UserID, and is
very important in using computers and networks. You should
manage your password properly as your personal
information. If you do not manage your password properly, it
may cause not only violation of your own privacy, but also
unauthorized use of your UserID and password, which can
cause serious damage.

At Doshisha University, Multi-Factor Authentication is
required to use various information services in addition to a
UserID and password. Multi-Factor Authentication is a
system that uses multiple factors to verify the identity of the
user to increase security.

Tips for password management

- Do not use a password that can be easily guessed by others.
(e.g. Your birthday, phone number, name, etc.)

- Do not reuse the same password.

- Keep others from seeing your password.

- Do not write down your password and carry it with you.

Handling of confidential information

Do not store and carry around your personal and confidential
information on a USB flash drive or laptop. USB flash drives
and laptops are easy to carry around, so they are more likey to
be lost or stolen. Please be careful as it will lead to the leakage
of confidential information.

For saving data, please use cloud storage service offered by
Doshisha University. Students can use Microsoft OneDrive
cloud storage service and faculty members can use OneDrive
and Webdisk. When using any other cloud service, please
make sure that it is provided by a reliable provider.

Do you know the difference between
the e-mail destinations To, Cc, and Bcc?
E-mail address is personal information. If you send an e-mail

using "To" when it should be "Bcc", the e-mail address will be
leaked to other recipients. Use To, Cc, and Bcc correctly.

To The person you want to convey the message directly

Cc Not the direct destination,
but the person you want to convey the message

Bcc The person you want to convey the message
but hide the name and address from other recipients.
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IC card management
(student ID card and ID card for faculty member)

Please keep your IC card secured to prevent being lost or stolen.
Do not lend or transfer it to others. If you have lost your IC card,
immediately follow the suspension procedure at the counter.
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Phishing e-mails

Phishing is a scam in which e-mails with the names of famous
companies and system administrators are sent to lead to fake
websites and spoof IDs and passwords. Credentials that you
can use for multiple services such as Apple ID and Microsoft
account tend to be targeted. Be careful as it uses very clever
tricks to get your attention.

HU. TavIVIICV>0D>TLESE.

ROLSBREDFELET. If you get caught in phishing

« BBEDA—ILT RLAT, BRRICHIRT 1 v oY the following damage may occur.
TA—IDBREICEESNTLES, * A large amount of new phishing e-mails are sent around the world,

o HBIDA—IHB=FITFRLTLES, using your e-mail address.

o DY RFLAANLERETZERENTLES, * Your e-mail leaks to third parties.

- Unauthorized access to your other systems.

BAELRKFIZRSTFOMEEIC>D>WTE, 2—51D- It is not common for Doshisha University and other
INZAT—R - BEREESZAXA—)LCHVEDLESZE 13— institutions to ask for UserlIDs, passwords, etc. by e-mail. Do
BHTIEHNEFEA,. ZOLSBBVWEDLENH-TEE not respond to such e-mails. If you are not sure, contact the
BELRBRWTLLZE W, HBTICKS B A, FHITHEBICREV issuing agency.

EHhEERLED, If you enter your University UserID and password in a system

F—. A2O21— D /SRAT—RERZEESZTFLL other than the one provided by our University, or If you reply to
MIZABLED X=)LICEELEESIE. B2/ AT — a suspicious e-mail, please change your password immediately.
FEZEBELTLIZE, The Information-technology Promotion Agency (IPA) website

provides information on what to do if you are a victim of this
type of attack.

WEICE > EDNLEIL IPARIIIT
BUEN BROLIEHEELED Web ¥ KIS
BASNTWET,

5 A= 72VDZEBFAEICOWT

AN—hI7 AV DERIZHEW, REFP FIICKZEFERT — Safe use of smartphone

70)7%1\'\"3'7“\/7 Y ‘{75’F*HJ’K%* OXV_ b7 4> DFIRE With the spread of smartphones, the number of crimes
ZHESTREDNFLBZITCHED. NV AVEEKEDEF2Y targeting smartphone users, such as malware apps that cause
TANENDEICES>TETCWET, UT2BHET B leakage of phonebook data and one-click fraud, is increasing

FAUFAIEETV, B2 - BBICAT— NI AV EFE year by year, so the same security measures as PCs are needed.
BLTLEE0 Take the following security measures and use your

smartphone safely and comfortably.

AN—T200EF2YT 3R Smartphone security measures
o EEOOYZIZNTBRET S, - Make sure to lock your screen.
o EETEBHA IO IIVEAVARAN—ILT S, - Install apps from trusted sites.
o TTVICKHAT HERERET 5. } + Check the permissions you allow for the app.
KEISHAZHRET 24— RSO Y — L2077 T % Do not enter Doshisha University User|D and password
RFHAFOL—FID - N2T—FEAALTEWFEE A, in services or apps other than those provided
o EFXaUTFTAYVILDEALRILEL &5, by Doshisha University. / :
000

- Consider using security software.

SNS #IH EDFEESICOWT Notes on using social media

° SNSIFETHEERCEAARIS 1=/ —> gV FEr LT Soctira]l ;neqtis are very fami;iatrtahnd C(fnvinient comrtnunli)clation
. o | = method with many users, but they also have many troubles.
FELZVT—ERTTA, FSTILESHELTLET, ! g g

e . When using, note the following.
MTFORISEELUTHABLTIZEL, o . . . .
- When sending information, give due consideration to the

privacy and rights (portrait rights and intellectual property

c BRABORE, BRI TEL, REPRAFES O A rights such as copyrights) of not only yourself but also others,
EDT AN —EH (BEEZOMNMEE. HEBIES) including family and friends.

[2ETRICERELTLES W,

VS LA 4 T ORI —- L TR ICEE S - Be aware that the information on social media will spread all

CEBHLTIEE0, over the world in an instant.
o AR - (IBEHEEAMTZ - EICEDBEADMENEE * By disclosing personal information and location information,
ah. BERABICES TiEErHh £, individuals and locations are identified, and there is a risk of
« &5 N S OERPAMBROREREE+H BB LT, becoming a target of crime.
BYICFIALTLESL, - Fully understand the specifications of each social media and

how to set the disclosure range, and use them appropriately.
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Information Security Education
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To students

For the safe use of the information education
environment of the University, we conduct the
"Network User Certification Examination" on
e-Learning to ensure the users have the basic
knowledge and morals. All new undergraduate
and graduate students must take and pass this
examination. For more information, please refer
to the "Network User Certification Examination
Guide" you received at the time of admission.
Other students and faculty members are also
encouraged to use this as a self-learnig tool.
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Doshisha University
Information Security Policy

With the progress of computerization in recent educational
and research activities and business processing,
information security has become important. In order to
use the various information held by the University more
effectively and safely, all members of the organization
must recognize the importance of information security. To
ensure information security, it is necessary to use a

To faculty members

In 2021, we introduced the "Information Ethics
and Safety for Faculty Members" on e-Learning
to provide the information on the law and cases
that the faculty members should know. It is
available to the faculty members with the
University UserID. We review the content every
year and incorporate the latest topics, so please
take the course once a year.

¥ This course is available in English starting in 2023
academic year.

% To start the course, please log in from the Web
Single Sign-On and select the tile [Information
Ethics & Network User Certification
Examination & Compliance Education Program].
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IT Support Office Website
“Information Education Environment Navigation”

"IT Service News & Alerts" posts information security and virus
information, system and network maintenance announcements
and ICT service information. It also posts information regarding
usage of Information Education Environment, PC corner open
hours, application forms and manuals. These announcement and
information can also be found on the "Doshisha University Portal".

PEIVLVE b5 Contact Information

wide-ranging and general method rather than individual I T 'U'ZR—FZ]'?*(Z IT Support Office

judgment. "Doshisha University Information Security Tel : 075-251-4567
Policy" has been established to respond to these needs. Mail : support@mail.doshisha.ac.jp
More information is posted on the University website. HP : https://it.doshisha.ac.jp/



